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TEPMUHBI U OITPEJIEJIEHUSA

ABTOMATH3UPOBAHHAS o0padoTka MEePCOHAJIBbHBIX AAHHBbIX - 0o0paboTka
MEPCOHANBHBIX  JAHHBIX C  TOMOIIBID  CPEACTB  BBIUUCIUTEIBHOW  TEXHUKH

ABTOMATH3MPOBAHHAsl CHCTEMA - CHCTEMa, COCTOSIIAs M3 MepcoHajda M KOMILUIEKCa
CpPEICTB  aBTOMAaTU3alldM €ro  JEeATENbHOCTH, peanusyionias HMH(YOPMAIMOHHYIO
TEXHOJIOTHIO BBITNIOJIHEHUS YCTaHOBJICHHBIX (GyHKIMIA.

AyTeHTI/I(l)HKaIIHH OTIIPABUTECAA NAHHBIX - IIOATBCPXKACHUC TOI'O, 4YTO OTIIPABUTCIIb
IMOJTY4YCHHBIX JaHHBIX COOTBCTCTBYCT 3ajBJICHHOMY.

be3onacHOCTH MEPCOHANBHBIX JAAHHBIX — COCTOSHUE 3allMILIECHHOCTH MEPCOHAIBHBIX
JAHHBIX, XapaKTEPU3yeMOE€ CIOCOOHOCTBIO TMOJIb30BATENICH, TEXHUUYECKUX CPEACTB U
MH(MOPMAITMOHHBIX TEXHOJOTHI 00ecneyuTh KOH(PUACHIIMATBHOCTh, IIEJIOCTHOCTh U
JOCTYIHOCTh MEPCOHATBHBIX JAHHBIX MPU UX 00pabOoTKe B MHPOPMAITMOHHBIX CUCTEMAX
MEPCOHATBHBIX JTAHHBIX.

BiokupoBanue mNepPCOHANBHBIX [JAHHBIX - BPEMEHHOE TMpeKparieHue oOpaboTKH
MEePCOHATBHBIX JAHHBIX (32 HUCKJIIOUYEHHUEM CIIydaeB, eciii 00paboTka HeoOxoauma st
YTOYHEHUS MEePCOHATBHBIX JTAHHBIX ).

Bupyc (kKoMnbHOTEpHBI, NMPOrPAMMHBIN) - HCIOJHAEMBI MPOrPAMMHBIN KO WU
MHTEPIPETUPYEMBIN Habop MHCTPYKLHH, obOnagarontuit CBOWCTBAMU
HECAHKIIMOHUPOBAHHOTO  pPACHOpPOCTPaHEHUs] W  caMoBocnpousBeneHus. (Co3qaHHbIe
TyOJIMKaThl KOMITBIOTEPHOTO BUPYCa HE BCETJa COBIAAIOT C OPUTHHATIOM, HO COXPAHSIOT
CIOCOOHOCTh K  JaJIbHEWIEMY  PaclpoOCTPaHEHUID U CaMOBOCIPOM3BEICHHIO.

BpenonocHas mnporpamMmma— nporpamMma, MpeIHA3HAYEHHAs [JIs OCYIIECTBIICHUS
HECAHKIIMOHUPOBAHHOTO JOCTYIA W (WJIM) BO3ACHCTBUS Ha MEPCOHAILHBIC JaHHBIC WU
pecypcel uH()OpMAIIMOHHOM CHUCTEMBI MEPCOHAIBHBIX JTAHHBIX.

BcenomoraresibHble TeXHHYECKHE CPeICTBA M CHUCTEMbI - TEXHMYECKHE CPEICTBA U
CUCTEMBI, HE TpeIHA3HAYCHHBIC I TMepeaadn, o0OpabOoTKU U XPaHEHHS MEPCOHATBHBIX
JAHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHUYECKMMH CPEICTBAMU U CHUCTEMAMH,
MpeIHa3HAYCHHBIMA JUIsI 00paOOTKA TEPCOHANBHBIX MaHHBIX, WJIA B TIOMENICHUSX, B
KOTOPBIX  YCTAaHOBJICHBI MH(GOPMAIIMOHHBIE CHUCTEMBbI  TMEPCOHAIBHBIX  JaHHBIX.

Jloctym B OmnepamHOHHYK cpeay KoMIblTepa (MHPOPMAIMOHHOM CHCTEMbI
NMEPCOHAJILHBIX JAHHBIX) - MMOJYYEHUE BO3MOXKHOCTH 3allyCKa Ha BBITIOJHEHUE IITATHBIX
KOoMaHJ, (QYHKIUN, MpOUEayp OMNEPAIMOHHON CHUCTeMBbI (YHHUUTOXKEHHUs, KOIHPOBAHMUS,
MepeMeIieHuss YW T.1.),  UCHOJHSAEeMbIX  (palijloB  MPUKIAAHBIX  MPOTPaAMM.

JocTtyn kK HH(pOpMAIMHU — BO3MOXKHOCTh MOTY4YeHUsI MHGOPMALIMK U €€ UCIIOJIb30BaHUS.



3akiialouHoe YCTPOMCTBO - DJIIEMEHT CpeACTBA CheMa MHGPOPMALUU, CKPBITHO
BHEPSCMBII (3aKJIaIbIBAEMBIN WJIM BHOCHMBII) B MECTa BOBMOYKHOTO CheMa HH(POPMAaIIH
(B TOM uymclie B OrpaxaeHHe, KOHCTPYKIIMIO, 000pyAOBaHWE, TPEIMEThl HWHTEphEpa,
TPAHCIIOPTHBIE CPEACTBA, a TaKXKE B TEXHUYECKHE CPEACTBA U CHUCTEMBI 00pabOTKH
uHopMaIum).

3amumaemasi uHGopManus — nHGOpMaIKS, SBISIOMIANICS IPEIMETOM COOCTBEHHOCTH U
MOJIJIe)KaIlasl 3alluTe B COOTBETCTBHMHM C TpeOOBAaHUSIMHU MPABOBBIX JTOKYMEHTOB WJIH
TpeOOBaHUSIMU, YCTaHaBJIMBAEMbIMU COOCTBEHHHUKOM uH(pOopMaIuu.

Nnentuduxkanms - npucBoeHrne cyObeKTaM UM 00BEKTaM JOCTyna HieHTU(]UKaropa u
(W) cpaBHEHUE MPEABSIBISIEMOT0 HACHTHU(PUKATOPA C MEPEYHEM MPUCBOEHHBIX
UJCHTU(PUKATOPOB.

NudopmaTuBHbIi CUTHAJ - ANEKTPUUYECKUE CUTHAJIBIL, aKyCTHUYECKHE,
AIIEKTPOMATHUTHBIE U Jpyrue (pu3anyeckue moJis, 1Mo mapaMmerpaM KOTOPBIX MOXKET ObITh
packpbiTa KoHGUIEHIIMaTbHas nHpopMalus (IepcoHaNIbHbBIE JaHHbIE), 0OpabaThiBacMasi B
nH(}OpMaAITMOHHOM CUCTEME NEPCOHAIBHBIX JTAaHHBIX.

NudopmanuonHas cucTeMa NepcoOHAJIbHBIX JAHHBIX — COBOKYITHOCTh COJIEPKAIIUXCS B
0a3zax JaHHBIX TMEPCOHAJIBHBIX JAHHBIX H OOECNEYMBAIOIIUX HX 00paboOTKy
MH(}OPMAITMOHHBIX TEXHOJIOTHI u TEXHUYECKUX CPEICTB.

NudopmanuonHble TEXHOJOTHMH - TIPOILECCH, METONBI TIOWCKA, cOOpa, XpaHCHWS,
00pabOTKHM,  TPEAOCTABJICHUS,  paclpocTpaHeHUss  UHPoOpMAIMKM U CHOCOOBI
OCYIIIECTBJICHUS TaKUX POIIECCOB u METOJIOB

HcTounuk yrpo3nl 0e3onacHocTd HHGpopManuum — CyOBEKT JOCTYIa, MaTepUaIbHBIMN
00BEKT Wi (PU3UYECKOE SIBJICHUE, SIBIISIIONIUECS NPUYUHOM BO3HUKHOBEHUS YIPO3bI
0e30macHOCTH uHdopMaIuu.

KonTposupyemasi 30Ha - 3T0 IPOCTPAHCTBO, B KOTOPOM HCKJIFOUEHO HEKOHTPOJIUPYEMOE
npeObIBaHNE COTPYAHUKOB M IMOCETUTENEH omepaTopa M MOCTOPOHHUX TPAHCHOPTHBIX,
TEXHUYECKUX u WHBIX MaTepUalbHbIX CPEICTB.

Me:xcereBoil 3KpaH — JIOKaJbHOE (OJJHOKOMIIOHEHTHOE) WU  (DYHKIMOHAJIBHO-
pacripesieieHHOe TMporpaMMHoOe (MPOrpaMMHO-aIapaTHOE) CPelCTBO  (KOMILIEKC),
peamsyrolee KOHTPOJb 3a HHGopMaIuei, mocTynarieil B tHPOPMAIIMOHHYIO CHCTEMY
NEPCOHANBHBIX JaHHBIX U (WIM) BBIXOJAAUIEM U3 MH(POPMALIMOHHOW CHCTEMBI.

Hapymurens 0e30MacCHOCTH NMEPCOHAJTBbHBIX JAHHBIX — (PU3UYECKOE JUI0, CIYYaitHO
WM TpeAHAaMEpPEHHO COBEpIIarollee JCHCTBUS, CIEIACTBUEM KOTOPBIX  SIBJISIETCS
HapylieHne O0e30MacCHOCTH TEPCOHAIBHBIX JTaHHBIX MPU UX 00padOTKE TEXHUYECKUMU
CpeACTBaMHU B nH()OPMAITMOHHBIX cucreMax EePCOHATBHBIX JTAHHBIX.



HeIleK.]IapI/IpOBaHHble BO3MOZKHOCTH - (i)YHKHI/IOHaJIBHBIe BO3MOKHOCTH  CPCACTB
BBIYHCJINTEILHOU TCXHUKH, HC OIIMCAHHBIC HWJIM HC COOTBCTCTBYIOIIHUC OIIMCAHHBIM B
JOKYMCHTAIIUH, IIpu HUCIIOJIb30BaHNH KOTOPBIX BO3MOKHO HapyHoICHUcC
KOH(i)I/I,ZIeHHI/IaJIBHOCTI/I, AJOCTYIIHOCTH HJIM ICJIOCTHOCTH O6pa6aTBIBaeM0ﬁ I/IH(l)OpMaHI/II/I

HecaHKUMOHUPOBAHHBIN J0CTYNl (HECAHKIIMOHMPOBAHHbIC HAEMCTBHMS)— JOCTYN K
nHpOpMaIuu WU JISHCTBUSA ¢ HHGOpPMAIMCH, HapyIIAIOIIFEe IpaBHJIA pa3TpPaHHYCHHS
JOCTyIla C MCIIOJIb30BAHUEM INTATHBIX CPEJICTB, MPEIOCTABISIEMBIX HH(POPMAIMOHHBIMU
cCHUCTEMaMM MEPCOHAIBHBIX JTAHHBIX.

Hocurear undgopmanuu - Gu3n4ecKoe JUIO WIK MAaTepUATIbHBIA OOBEKT, B TOM UHUCIIC
(dbuznyeckoe noje, B KOTOpoM HHGOpMaIIUsS HAXOJUT CBOE OTpPaKE€HUE B BUJIE CUMBOJIOB,
o0pa3oB, CHUTHAJOB, TEXHUYECKUX PEIICHHWH ¥  TPOILECCOB, KOJUYECTBEHHBIX
XapaKTEPUCTUK buznuecKux BEJIMYMH.

Oo0e3nnuuBanue MEPCOHAJIBbHBIX JTAHHBIX — I[GﬁCTBPIfI, B PC3YyJIbTAaTC KOTOPHBIX
CTAaHOBUTCSI HEBO3MOJKHBIM 0€3 HCIIOJb30BaHHUS I[OHOJ'IHHTGJIBHOﬁ HH(I)OpMaHI/II/I
OoIpCACInNTb IPHUHAMICKHOCTE IICPCOHAJIBHBIX  JAHHBIX  KOHKPCTHOMY CY6’b€KTy
IICPCOHAJIBHBIX JaHHBIX.

O0padoTka MepcoHAJBHBIX JAHHBIX — JII000€ JielicTBUE (Omepaliys) Wik COBOKYITHOCTh
nercTBUil (omepaluii), COBEpIIaeMbIX C HCIOJIB30BAHUEM CPEJCTB aBTOMATU3ALMKU WU
0€3 MCIMOJIB30BaHUs TaKUX CPEJICTB C MEPCOHAIIBHBIMU JIaHHBIMH, BKJItOYasi cOOp, 3aIluCh,
CUCTEMAaTH3allNI0, HAKOIUICHUE, XpaHEeHHe, yTO4YHeHHue (OOHOBJIEHUE, U3MEHEHUE),
W3BJICYEHUE, HCIOJb30BaHUE, Mepenauy (pacnpocTpaHeHHe, MPeIoCTaBICHUE, AOCTYII),
o0Oe3nuunBaHue, OJOKUPOBAHHWE, YJaJICHUE, YHHUUTOKCHHE TMEPCOHANBHBIX JIaHHBIX.

OmnepaTtop - TOCyJIapCTBEHHBIN OpraH, MYHUIMIAIbHBIA OpraH, IOPUAMYECKOE WITU
(bu3HYecKoe JIMII0, CAMOCTOATEIFHO WM COBMECTHO C JPYTUMHU JIMIIAMHU OPTaHU3YIOIIUE U
(wn) ocymiecTBisAIONME 00pabOTKYy MEPCOHATBHBIX JAHHBIX, a TAKXKE OMPEEISIONINe
eI 00pabOTKH MEPCOHATBHBIX JAHHBIX, COCTaB MEPCOHAIBHBIX JTAHHBIX, MOJICHKAIINX
oOpaboTke, neWcTBHs (Omeparuu), COBEpIIacMble C TIEPCOHATBHBIMH JIAHHBIMU.

IlepexBar  (uHdopmMaumm)-  HEMpaBOMEpHOE  ModydyeHHWe  uWHpopMmammu  C
UCTIOJIb30BAHUEM TEXHHUYECKOTO CPEJCTBA, OCYLIECTBISIOUIETO OOHApYXKEHHE, NMPHEM U
00paboTKy MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble TaHHBIE — JIF00as MHPOpPMAIMS, OTHOCSIIAACA K MPSMO HJIM KOCBEHHO
OTIPENICTICHHOMY WJIM OTpenesieMoMy (Gu3nuecKoMy JHIYy (CYOBEKTy MepCOHATBHBIX
JTAHHBIX ).

Ilo0ounble JJIEKTPOMATHUTHBIE M3JYYeHHSI M HABOJAKH - DJICKTPOMArHUTHBIC
W3IIyYCHHS] TEXHUYECKUX CPEICTB 00pabOTKU 3amuiaeMoi nHGOpMAaIK, BOSHUKAIOIIHNE
KaK MOOOYHOE SIBJICHHE W BBI3BAHHBIE DJICKTPUYCCKUMU CUTHAJIAMU, IEHCTBYIOMUMH B HX
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QJICKTPUYCCKHUX W MAIrHUTHBIX MCIIAX, a TAKKC J3JICKTPOMAIHUTHBIC HABOJAKH J3THX
CHTHAJIOB Ha TOKOIIPOBOAAIINC JIMHHMH, KOHCTPYKINH )41 OCIIn IIMTaHH.

IMoab30oBaTresb HHMPOPMANMOHHON CHUCTEMbI MEPCOHAJBHBIX [JAHHBIX — JIUIIO,
ydacTBylolee B (QyHKIIMOHUPOBAHUM MH(OPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX JTAHHBIX
158105 HCTIOJIB3YIOIIIEE pe3yybTaThl ee (YHKITMOHUPOBAHUS.

IIpaBusa pa3rpaHuveHusi J0CTyNAa — COBOKYITHOCTD MPABUJI, PETIAMEHTHPYIONIUX MpaBa
JO0CTyma CyOBbEKTOB JO0CTyma K 00bEeKTaM JOCTYTIA.

IIpenocraBieHne NMepCcoOHAJIbHBIX JAHHBIX - JICVCTBUS, HAIPABJICHHBIC HA PACKPBITHE
MEPCOHANBHBIX JAHHBIX ONPEACICHHOMY JIMIy WA ONPEACICHHOMY KpYry JIUII

IIporpaMmmHasi 3aKjaaKa - CKpPBITHO BHECEHHBI B NPOrpaMMHOE OOecleueHue
(GyHKIMOHATBHBIN 00BEKT, KOTOPBIN MPHU OMPEIETCHHBIX YCIOBUSIX CIIOCOOEH 00€CTeunTh
HECaHKIIMOHUPOBAHHOE TIPOrpaMMHOE Bo3zeiicTBue. [IporpammHast 3akiaaKa MOXKeET ObITh
peanu3oBaHa B BHJIE BpPEIOHOCHOM TMpOorpaMMbl WM  OPOTPaMMHOIO  KOJA.

IIporpammHoe (MIpOrpaMMHO-MaTEeMATHYECKO€E) BO3ACHCTBHE - HECAHKIIMOHUPOBAHHOE
BO3JICUCTBHE HAa pECcypchl  aBTOMAaTU3UPOBAHHON  MHGOPMAIIMOHHOW  CHUCTEMBI,
OCYULIECTBIISIEMOE C UCIIOJIb30BaHUEM BPEJOHOCHBIX POTPaMM.

PacnpocTrpaHeHne mepcoHaJbHBIX JAHHBIX - JCHCTBHS, HAIPABJIECHHBIE HA PACKPBITHE
MEPCOHAIBHBIX JAHHBIX HEOIPEAECIEHHOMY Kpyry T

Pecypc wuHpopManUMOHHOW  CHCTEMbI - HWMEHOBAHHBIM  3JIEMEHT  CHCTEMHOTO,
MPUKIAAHOTO WM afmapaTHOro odecredeHus: (yHKIIMOHUPOBAHUS WH(OPMAIMOHHON
CUCTEMBI.

CpencrBa BbIYMCJIANTENbHOH TEXHHKH - COBOKYMHOCTh MPOTPAMMHBIX M TEXHUYECKHUX
AJIEMEHTOB CHUCTEM OOpaOOTKU JIaHHBIX, CIIOCOOHBIX (DYHKIIMOHMPOBATH CAMOCTOSATEIHLHO

W B COCTaBe IpYTrux CUCTEM.
Cy0bekr jgocryma (cy0beKT)- MO WIM  [OpoIlecc, JACHCTBUA  KOTOPOTO
perIaMeHTUPYIOTCS paBUJIaMH pasrpaHuyeHuUst JOCTyTIA.

Texnnueckue cpeacrBa HWHGOPMAIMOHHOW CHCTEMbI MEPCOHAJBHBIX JAHHBIX -
CpEIICTBa BBIYMCIUTEIBHOW TEXHHMKH, WH()OPMAIMOHHO-BBIYUCIUTEILHBIE KOMILIEKCH U
CETH, CPEJICTBAa W CHUCTEMBI Iepefavd, MmprueMa M O0OpadOTKH IEePCOHAIBHBIX TaHHBIX
(cpemctBa W CHUCTEMBI  3BYKO3aIlMCH, 3BYKOYCHWJICHHUS, 3BYKOBOCIIPOHM3BEIICHUS,
MEPETOBOPHBIC M TEICBU3UOHHBIE YCTPONCTBA, CPEACTBA U3TOTOBJICHUS, TUPAKUPOBAHHUS
JIOKYMEHTOB U JIpyTrvMe TeXHUYECKHE CpeicTBa 00pabOTKU pedyeBoi, rpaduueckoii, BUIeO-
1 OyKBeHHO-ITU(POBOI MHPOpPMAITNH), MPOrPaMMHEIE CPEACTBA (ONEPAIMOHHBIC CHCTEMEI,
CHUCTEMBI YIpaBleHUs Oa3aMM JaHHBIX H T.I.), CPEIACTBA 3aIUTHl WHGOPMAIIHIH.
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TexHuyeckuii KaHaJ yTe4KH HMH(OPMAIUM — COBOKYIMHOCTh HOCHUTENs HHGOpMaUU
(cpenctBa 00pabOTKH), PU3MUECKON Cpebl pacpocTpaHeHuss HHHOPMATUBHOTO CHUTHAja
U CPEICTB, KOTOPBIMU noObIBaeTcs 3aluiaemMas uHdopmarus.

Tpancrpannynasi mnepeaadya NePCOHAJBHBIX [JaHHBIX — Iepefadya MEepPCOHATbHBIX
JAHHBIX HAa TEPPUTOPUIO HMHOCTPAHHOIO TOCYAApCTBA OpraHy BJIACTH HHOCTPAHHOIO
rocyJapcTBa, MHOCTPAHHOMY (U3MUECKOMY JIUIy WJIHM WHOCTPAHHOMY IOPUAMYECKOMY

ULy .

¥Yrpo3bl 0€301aCHOCTH NMEPCOHATBbHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUI U (PaKTOPOB,
CO3JAI0IIMX OMACHOCTh HECAHKUMOHUPOBAHHOTO, B TOM YHCIE CIIy4aillHOrO, JIOCTYyIa K
MePCOHAIBLHBIM JIaHHBIM, PE3YJIbTATOM KOTOPOTO MOXKET CTaTh YHUUTOXKEHUE, U3MECHEHUE,
0JIOKUpOBaHUE, KOMMPOBAHUE, PACIIPOCTPAHEHUE MEPCOHATIBHBIX JAHHBIX, 4 TAKKE MHBIX
HECAHKIIMOHUPOBAHHBIX JEUCTBUI Mpu HUX 00paboTke B HMHGOPMAIMOHHON CHCTEME
MEPCOHATBHBIX JTaHHBIX.

YHuuTOXKEHNE MEPCOHAJIBbHBIX JAHHBIX - I[GﬁCTBHfI, B PC3YyJIbTATC KOTOPBIX CTAHOBHUTCA
HCBO3MOXXHBIM BOCCTAHOBHUTL COACPIKAHHC IICPCOHAJIbHBIX HAHHBIX B I/IH(i)OpMaHI/IOHHOﬁ
CUCTCMC IICPCOHAJIBHBIX HOdHHBIX H (I/IHI/I) B PE3YIbTAaTC KOTOPBIX YHHUYTOKAIOTCA
MaTCpUAJIbHBIC HOCHTCJIN IICPCOHAJIBHBIX JaHHBIX.

Yreuka (3amuuaemMoin) uHopMauuu 1no TEXHUYECKUM KaHaJaM —
HEKOHTPOJIMPYEMOE  pACNpPOCTpaHeHHEe UHGOpPMAIMM OT HOCUTENS  3alUIIAEMOU
uHpopmanuu yepe3 PU3NYECKYIO Cpeay 10 TEXHUYECKOTO CPEACTBA, OCYUIECTBISIOLIETO
rnepexsar uHpopMaruu.

Vsazeumocts UCIIH — HEemoCcTaTOK MM C1ab0€ MECTO B CUCTEMHOM WIIM TIPHUKIIATHOM
mporpaMMHOM  (IIPOrpaMMHO-aNmapaTHoM)  00€CleueHud  aBTOMATH3WPOBAHHOMU
WH(DOPMAITMOHHOW CHUCTEMBI, KOTOPOE€ MOXET OBbITh HCIHOJB30BaHO JUIsl peaju3aluu
YTPO3bI 0e30macHOCTH [T 1n.

HenocTHocTh uMH@OpMAaNMuU - cocTOsiHUE WH(OpPMAIMU, TPU KOTOPOM OTCYTCTBYET
mo0oe ee M3MEHEHHE JIMOO W3MEHEHHE OCYIIECTBISIETCS TOJBKO MpeaHAMEPEHHO
cyObeKTaMM, UMEIOIIUMH Ha HEro MpaBo.
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IHNEPEYEHD COKPAH_[EHI/Iﬁ

ABIIO — aHTHBHPYCHOI MpOrpaMMHOE 00€CIIeUEHNE
APM — aBTOMaTH3UpOBaHHOE PabOYee MECTO
NCII [ — uadopMaiiioHHast CucTeMa epCoHaTbHBIX JAHHBIX
JIBC — nokanbHasi BBIYMCIUTENIbHAS CETh
MD — mexCceTeBOM 3KpaH
HC/I — HeCaHKIMOHMPOBAaHHBIN JIOCTYTI
OC — oniepaniioHHas: cucrema
I1/I1 — mepcoHanbHbBIE TaHHBIE
I1O — nporpamMmmHOE obecrieueHue
C3U — cpencTsa 3aiuThl HHPOPMALIUH
C3I1/I1 — cuctema (mojcucTemMa) 3aiyThl IEPCOHATBHBIX JAHHBIX
TKY U — TexHnueckue KaHabl yTeUKH MHQOpMALIUH

VYBI1/Ia — yrpo3bl 0€30MacHOCTH IMePCOHATBHBIX TAHHBIX
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BBEJIEHHUE

Hacrosimas Ilonutnka uHpopmanmonnoit 6ezonacHoctu (nanee I[lomutuka) UIT
"UyBaxoB A.H." (mamee Omeparop) pa3paboTaHa B COOTBETCTBUM C LENSAMH, 3aja4a-
MU U IIPUHIUIAMH o0ecriedyeHus1 0€30MacHOCTH NMePCOHABHBIX JAHHBIX.

[lonutuka pa3paboraHa B COOTBETCTBUM C TPeOOBAaHUSIMU HOPMATHBHBIX
JOKYMEHTOB:

— denepanpHOro 3akoHa oT 27 urons 2006 1. Ne 152-D3 «O nepcoHalbHBIX JaHHBIX);

- [Tocranosnenus IlpaButensctBa Poccuiickoii deneparuu ot 11 Hosi6ps 2007 r.
Ne 781 «O06 ytBepxkaenun [lomokenust 06 oOecrieueHUN 0E30MACHOCTH TMEPCOHATBHBIX
JAHHBIX TIPH UX 00paboTKe B MH(MOPMAIIMOHHBIX CUCTEMaX IMEPCOHABHBIX TaHHBIX);

— «ITonoxeHust 0 MEeTOJIax M crocodax 3amuThl UHGOpPMaAMU B UHGOPMALIMOHHBIX

CUCTEMaxX IEpPCOHAJIBHBIX NaHHBIX», yTBepkAcHHbIX [Ipukazom ®CTOK Poccum or
05.02.2012r. Ne 58.

B TIlonutuke omnpenenensl TpeboBanuss k mnepconany MWCII[AH, creneHb
OTBETCTBEHHOCTH TMeEpCcOoHana, CTPYKTypa U HEOOXOJMMBIH YpPOBEHb 3alllUIEHHOCTH,
CTaTyC M JOJDKHOCTHBIE OOS3aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a OOECIeUEHUE
6e3onacHocTH nepcoHabHbIX NaHHbIX B UCII/IH oneparopa cBsizu I "Boponaes A.C.".
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1. OO0111e moJI0KeHU S

Lenpio Hacrosmei IloauTmku sBiseTcss oOccredeHrue O0€30IaCHOCTH OOBEKTOB
3amuTel Oneparopa OT BCEX BHUIOB YIPO3, BHEIIHUX U BHYTPEHHHMX, YMBIIUIEHHBIX W
HenpeIHAMEPEHHBIX, MUHUMH3aIUs yiep0a oT Bo3MokHOM peanuzanuu Y BIT/IH.

be3omacHoCTh INEPCOHATIBHBIX  OAHHBIX  JOCTHIAaCTCA IIyTCM HCKIIIOYCHUA
HCCAaHKIIMOHHUPOBAHHOT'O, B TOM YHCJIC CJIy‘IElfIHOFO, A0CTYyIla K IICPCOHAJIBHBIM J1aHHBIM,
pPE3YJIbTaTOM KOTOPOro MOKET CTaTb YHHYTOXCHHC, HN3MCHCHUC, 6JIOKI/Ip0BaHI/Ie,
KOIIMPOBAHHC, pacipoCTpaHCHUC IMCPCOHAJIbHBIX JaHHBIX, a TaKI¥KC HHBIX
HCCAHKIIMOHUPOBAHHBIX I[GﬁCTBHﬁ.

Nudopmarus u cBsI3aHHBIE C HEW pecypchl JODKHBI OBITh JOCTYIIHBI IS
ABTOPU30BAHHBIX  MOJb30BaTenen.  J{OIDKHO ~ OCYIIECTBISITBCA ~ CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BIIJIH.

JIOJKHO OCYIIECTBIIATHCS MPEAOTBPALEHUE MNPEIHAMEPEHHBIX WIH CIy4YalHbIX,
YaCTUYHBIX WA TIOJHBIX HECAHKIMOHUPOBAHHBIX MOAU(MUKALMN WIH YHUUYTOXKCHUS
JaHHBIX.
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2. O0JacTh 1elicTBUSA

TpeboBanust Hactosiiieit [lomuTUKKM pacmpoCTpaHsAIOTCS Ha BCEX COTPYIHUKOB
Omneparopa (IITaTHBIX, BPEMEHHBIX, pa0OTAIOIMIUX MO KOHTPAKTY M T.I.), @ TaKXKE BCEX
MPOYUX JIML (MOAPSTUUKH, Ay JUTOPHI U T.I1.).
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3. CucteMa 3alMThI NEPCOHATBHBIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbIX AaHHBIX (C3I1/IH), cTpouTCS HA OCHOBAHUMU:
- MEPEYHsI IEPCOHAIBHBIX JAHHBIX;
- aKTa Kiaccuukanud nHOOPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JaHHBIX;
- YaCTHOM MOJIENIM aKTyaJbHbIX YTPO3 U BEPOSITHOTO HAPYIIUTEIIS;
- MOJIOKEHUS O pa3rpaHUYECHHH IPAB JOCTYIIA K IEPCOHAIBHBIM JaHHBIM;
- HopMmaTuBHBIX JOKyMeHTOB ®CTIK u ®Cb Poccun.

Ha ocHoBanum »3THUX JOKYMEHTOB OIpeaeisieTcss HeoOXOAUMbIH ypOBEHb
samumeHHocty [1/Jn xaxmaoit MCITJn Oneparopa. Ha ocHOBaHMM aHalIN3a aKTyaJlbHBIX
yrpo3 Oe3omnacHoctd I[I/lH omucanHoro B YacTHOM MOJENU aKTyallbHBIX Yrpo3 U
BEPOSITHOTO HApPYIIUTENs, JeIacTcs 3aKIOYeHHE O HEOOXOJMMOCTH HCIIOJIb30BAHUS
TEXHUYECKUX CPEJCTB U OpPraHU3allMOHHBIX MEPONPHUATUNA I  oOecredyeHus
6e3onacHoctu [1/lH. BriOpanHbie HEOOXOIMMBIE MEpONPUITHS OTpakaroTcsi B Iliane
MEpPONPUATHIA O BHYTPEHHEMY KOHTPOJIO 3a  COOJIoJeHMeM 0e30MacHOCTH
MEPCOHABHBIX JTaHHBIX.

OpraHu3armoOHHBIC MEPOTIPUATHS TOJDKHBI BKITIOUYATh:
— MIPaBOBOE OCHOBAHHUE Tl cOOpa MEPCOHATBHBIX JTAHHBIX;
— OTIpeICJICHHE OTBETCTBEHHBIX JIUII 32 COOJIIOICHHEM Mep O€30ITaCHOCTH;
- 3aIIUTY MEPCOHAJIBHBIX JaHHBIX, 00padaThIBacMbIX 0€3 CPEJICTB aBTOMATH3alINH;

- 3alIUTy TICPCOHAIBHBIX OAHHBIX, O6pa6aTBIBaeMBIX C IIPUMCHCHHUCM CPCIACTB
aBTOMAaTU3alluu,

- 3alUTy 0OBEKTOB OT XUIICHUS,
- 3aIIUTY CbE€MHBIX HAKOMUTENEH, COAepIKAIINX MTePCOHAIIbHbBIC TaHHBIE;
- BOIIPOCHI YHUUYTOXKEHUSI TIEPCOHATBHBIX JTAHHBIX.

B 3aBucumoctu ot ypoHs 3ammmeHHocTd MCIIIH n akryanenbix yrpo3, C3I1/1H
MOKET BKJIFOUATh CIEAYIOINE TEXHUYECKUE CPEIICTBA:

- 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYMNa K NEPCOHATIbHBIM TaHHBIM;
- AHTUBUPYCHOMU 3aIUTHI I pab0YMX CTAHIIUN MOJIH30BATENICH U CEPBEPOB;
- MEXKCETEBOTO SKPAaHUPOBAHUS;

- Kpunrorpadguyeckod 3aluThl HMHPOpMALUMU, TpPH Mepefade  3aliuiiaeMon
MH(}OpMaIMKU IO KaHAJIaM CBSI3H;

— cpeacTna 3ammThl oT yreuku no TKY .


http://pdsec.ru/Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
http://pdsec.ru/Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc
http://pdsec.ru/Приложение%2011%20Модель%20угроз%20безопасности%20персональных%20данных.doc
http://pdsec.ru/Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
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4. TpeooBanus k noacucremam C3I1/1n
C3I1n BrirO4aeT B ce0s CASAYIOMINUE TOACUCTEMBI:
- YIOPABJICHUS TOCTYIIOM, PETUCTPAIIUHN U YUETa;
- oOecrieueHus 1EJI0CTHOCTH U IOCTYITHOCTH;
- AHTUBUPYCHOM 3allIUTHI;
- MEKCETEBOTO PKPAHUPOBAHMUS;
- aHaJM3a 3allUIICHHOCTH;
- oOHapy>KeHUs BTOPKEHUM;
- KOHTPOJISi OTCYTCTBUS HEJIEKJIAPUPOBAHHBIX BO3ZMOXKHOCTE;
- KpUNTOTpadmuecKoi 3aIIuTH;
- 3ammThl OT yreuku o TKYU.

[Moacuctemsr C3I1/In umeroT pa3nuuHbIil PYHKIIMOHAT B 3aBUCUMOCTH OT Kjacca
NCIIH.

HOI[CI/ICTGMa YIPABJICHUA JOCTYIIOM JOJIDKHA OCYIICCTBIIATD:

- UACHTU(UKALMIO U TIPOBEPKY IMOJJIMHHOCTU MOJIb30BATENs IPU BXOJE B CUCTEMY
MH()OPMAIIMOHHOW CUCTEMBI MO MAPOJI0 YCIOBHO-TIOCTOSIHHOTO JIEUCTBUS JJIMHOW HE
MEHee MECTH OYKBEHHO-LIM(PPOBBIX CUMBOJIOB,;

[Toacucrema perucTpalvy U yu4eTa JOJIKHA OCYIIECTBIISATh:

- perucTtpauus BxoAa (BbIXOJa) MOJIb30BaTeNls B cHCTEMY (U3 CHUCTEMbI) JIHOO
perucrpanys 3arpy3kKd 1 MHULMAIU3alWN ONEPAlMOHHOW CUCTEMBI U €€ MPOrPaMMHOIO
ocTaHoBa. Perucrpanus BbIXoJa M3 CUCTEMBI WIM OCTAaHOBA HE IMPOBOJUTCS B MOMEHTHI
anmnapaTypHOro OTKJIOUEHUS MH(POPMALMOHHON cUcTeMbl. B mapamerpax perucrpanuu
YKa3bIBAIOTCA JaTa U BpeMs BXoja (BbIX0J1a) MOJIb30BATENS B CUCTEMY (M3 CUCTEMBI) WU
3arpy3kH (0CTaHOBA) CUCTEMBI, PE3yJIbTaT MOMBITKYA BXoAa (YCHEIHAsl WM HEYCIEIIHas),
uneHtugukatop (kox wid (amMuwins) MOJb30BATENsA, MPEIbIABICHHBIN MPU TOMBITKE
JOCTyTIA.

- y4eT BCEeX 3alMIIAEMBIX HOCUTENIEH MH(OpMAIMU ¢ MOMOUIBI0 MX MapKUPOBKHU U
3aHECEHHME YUETHBIX JaHHBIX B KYypHaJ yyeTa C OTMETKOW 00 UX Bblaaue (Ipueme).

HOI[CI/ICTCMa oOecrneueHus HOCJIOCTHOCTHU NOJIKHA OCYIICCTBIIATD:

- obOecrieueHrne  IEIOCTHOCTA  MPOTPAMMHBIX  CPEIICTB  CHCTEMBI  3alUThI
MEPCOHANIBHBIX JIaHHBIX, O00padaTbiBaeMoOil WHGOPMAIIMK, a TaKXKe HEU3MEHHOCTD
mporpaMmMHON cpenbl. [Ipu 3TOM MENIOCTHOCTh MPOTPaMMHBIX CPEICTB MPOBEPSETCS MPU
3arpy3ke CHCTEMBI TI0 KOHTPOJBHBIM CyMMaM KOMIIOHEHTOB CPEJICTB  3alllUThI
nH(OpMaIMU, a IEIOCTHOCTh MPOTPAMMHOM Cpeabl O0ECIeYMBACTCS HCITOIh30BaHUEM
TPAHCISATOPOB C SI3BIKOB BBICOKOTO YPOBHS M OTCYTCTBHEM CPEACTB MOIU(PUKAINN
00BEKTHOTO KOJIa MpOTpaMM B Mpoliecce o0paboTKH W (WJIM) XpaHEHHUs 3alluiiacMoi
uHpopmaruy;



14

- ¢usnyeckyro oxpaHy HHPOPMAIIMOHHOM CHCTeMbl (YCTPOWCTB M HOCUTENEH
UHpOpMaIun), IIPENyCMaTpUBaOIIasl  KOHTPOJIb  JOCTylla B IIOMEILCHMS
MH(POPMAIIMOHHON CUCTEMBI IMOCTOPOHHUX JIMI, HAJMYME HAJEKHBIX MPEMATCTBUNA IS
HECAaHKIIUOHUPOBAHHOTO NPOHMKHOBEHUS B MOMEUICHUS HMH(OPMALMOHHOW CHCTEMBI U
XpaHWIHILE HOocUuTeNned nHpopManuy,

- MEePUOANYECKOE TECTUPOBaHUE (DYHKIMN CHUCTEMBI 3alUTHI IEPCOHATBHBIX JAHHBIX
0py U3MEHEHUH MPOTPaMMHON Cpeibl U MOJIb30BaTelel MHPOPMAIIMOHHON CHCTEMBI C
ITIOMOUIBIO TECT-NPOrPaMM, UMUTHPYIOIINX MOIBITKA HECAHKITMOHUPOBAHHOTO TOCTYTIA;

- HaJlM4yue CPEACTB BOCCTAHOBJICHUSI CHCTEMBI 3alUThl IMEPCOHAJBHBIX JIAHHBIX,
NpelyCMaTpPUBAIOIIMX BEJEHUE JBYX KOMHM MPOrpaMMHBIX KOMIIOHEHTOB CpEJCTB
3amUThl THPOPMAIIMH, UX TIEPUOIUIECKOE OOHOBICHUE U KOHTPOJIb PpAO0TOCIIOCOOHOCTH.

MexceTeBoe 9KPaHUPOBAHUC JOJIKHO 00ecreyYnBaTh:

- (GuIbTpalMi0 Ha CETEBOM YPOBHE ISl KaXXJIOT'O CETEBOIO IMaKeTa HE3aBHUCHMO
(pewieHue o (GUIABTpPALIMM NPUHUMAETCS HA OCHOBE CETEBBIX aJ[PECOB OTIPABHUTENS U
MOJIy4aTelis UM Ha OCHOBE JIPYTUX 3KBUBAJIEHTHBIX aTPUOYTOB);

- UIEHTU(UKAIMIO U ayTeHTU(PUKAUIO aIMUHUCTPATOPa MEXKCETEBOI0 3KpaHa IMpHU
€ro JIOKaJbHBIX 3allpocax Ha JOCTYH MO HMACHTHUPHUKATOPY (KOAY) M MapoJIl0 YCIOBHO-
IIOCTOSIHHOTO JICHCTBHSI;

- pEerucTpanuio BxoAa (BbIX0/a) aJMUHUCTPATOPA MEXKCETEBOIO SKpaHa B CHCTEMY
(3 cucteMbl) MO0 3arpy3KH U WHUIMAIM3AINNA CUCTEMBI U €€ MPOTPaMMHOI0 OCTaHOBA
(perucTpamysi BBIXOJA M3 CHUCTEMBI HE TIPOBOAUTCS B MOMEHTHI amnmapaTypHOTO
OTKJIFOYEHUS] MEKCETEBOT0 IKpaHa);

- KOHTPOJIb LIEJIOCTHOCTH CBOEH MPOrpaMMHON U UH(OPMAIIMOHHON YacTH;

- (GUIBTPAIMIO TTAKETOB CIYKEOHBIX MPOTOKOJOB, CIYXAIIUX JJIsI TUATHOCTUKU U
YIpaBJICHUS paOOTON CETEBBIX YCTPOUCTB;

- BOCCTAHOBJICHHE CBONCTB MEXKCETEBOTO JKpaHa Iocie cOOEB M  OTKa30B
000py10BaHUs;

- perjiaMeHTUPOBAHHOE TECTHUPOBAHWE peaM3alluu MpaBuil (UIbTPALUU, IMpoliecca
UIeHTU(DUKAIIMY W ayTeHTU(UKAIMN aIMUHUACTPATOpa MEXKCETEBOTO JKpaHa, Mmporiecca
perucTpanuy JEUCTBUM aJIMUHHUCTPATOpA MEKCETEBOIO 3KpaHa, MPOLECca KOHTPOJS 3a
I[EJIOCTHOCTBIO MMPOTPAMMHOM ¥ MH(GOPMAIIMOHHOMN YacTH, TPOLIETyPbl BOCCTAHOBJICHHUS,

3amura OT yTe4KU BHI0BOM MH(POPMAIIHH:

— pa3MeIeHrne yCTPOUCTB BhIBOJIAa MH(OPMAIIUU CPEACTB BBHIYUCIUTEILHON TEXHUKHU
MH()OPMAITMOHHO-BBIYUCITUTEIILHBIX  KOMIUICKCOB, TEXHHUYECKHUX CPEACTB 00pabOTKH
rpadguueckoil, BuAeo- U OyKBEHHO-LM(PPOBOM HHPOpPMALMK, BXOASIIMX B COCTaB
WHOOPMAITMOHHOW CHCTEMBI, B TIOMCIICHHSIX, B KOTOPBIX OHHM YCTAHOBIICHBI,
OCYILIECTBIISIETCS TaKUM 00pa3oM, 4TOOBbI OblIa HCKIIFOYEHA BO3MOXKHOCTH IPOCMOTpA
MOCTOPOHHUMH JIUIIAMHU TEKCTOBOM M rpaduueckoil BUI0BON MH(OpMAIIMH, CoaepKaIieit
MEPCOHAJILHEIC TAHHBIEC.
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B wuHbOpManMOHHBIX cHCTEMaX, WMEIONIMX MOAKIOYEHHE K HH(POPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIM CETSIM MEXIYHApPOJHOI0 MH(OpMaIMOHHOTO oOMeHa (ceTsM
CBS3U OONIEr0 MOJIb30BaHUS), WIM MPU (PYHKIIMOHHUPOBAHUU KOTOPBIX MPEIYCMOTPEHO
UCIIOJIb30BAaHUE  CBEMHBIX  HOCUTeNed  uHGOpMalMKM, HCHOJB3YIOTCS — CPENCTBa
AHTUBUPYCHOM 3aIIUTHI.

OOHapyxeHue BTOPKEHUU JOJKHO O00€CIeurnBaThCcsl MYTEM HCIOJIb30BAaHUS B
cocrae HWCII[IH mnporpaMMHBIX WJIM TPOrPAMMHO-AMIAPATHBIX CPEJCTB (CHCTEM)
oOHapyxenus Brop:xkeHuit (COB).
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5. IoawzoBareau UCIIIn

B UCIIn Omnepatopa MOXHO BBIIEIUTH CIEAYIOIIHE TPYNIbl IMOJIb30BaTENEH,
y4acTBYIOIINX B 00paboTke u xpanenuu [1/1x:

- angmuHucTparopsl 6ezonacnoctu UCI/H;
- nons3oBarenu UCII/H;
- CHUCTEMHBIC aJIMUHUCTPATOPHI.

JlanHbIE O Tpymnmax IOJIb30BATENSAX, YPOBHE UX JIOCTyNa M HHPOPMHUPOBAHHOCTH
JOJDKEH ObITh OoTpaxkeH B [lonokeHnn o pasrpaHu4yeHUH MpaB JIOCTYIA K MNEPCOHATbHBIM
JAHHBIM.

AnmunuctpaTtopsl 0e3omacaoctu UCITH:

AJIMUHUCTpATOpOM O€30MaCHOCTU SIBJISICTCS INTaTHBIM coTpyaHuUK Omeparopa,
OTBETCTBEHHBIN 3a QyHkimonupoBanue C3II/{H, HazHayaeTcs mpuka3oM I eHepaibHOTrO
IUPEKTOpA.

AnmMunucTpaTop 6€30macHOCTH 00J1aJaeT CIEIYIONIUM YPOBHEM JOCTYIIA U 3HAHUIA:
- obnanaet npaBamu anmMunuctparopa UCIIH;
- obnanaet noiHou undopmanumeint 06 UCII/IH;

- MMeEET JIOCTYI K CPEeACTBaM 3alllUThl MH(OPMAIIMU 1 MPOTOKOJUPOBAHUS U K YacTHU
KroueBbIX 51eMeHToB MCII/H;

- HE HWMEET TpaB JOCTyNa K KOH(PUTYPUPOBAHHWIO TEXHUYECKHUX CPEICTB CETH 3a
MCKIIFOUEHHEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

AnMuHHCTpaTOp OE30MaCHOCTH YIIOJIHOMOYEH:

- peann30BbIBATh MOJUTUKU Oe30macHOCTH B yacTu Hactpoiiku CK3U, mexcereBbix
KPAaHOB M CHUCTEM OOHApYy>KEHHUs aTaK, B COOTBETCTBUU C KOTOPHIMHU IMOJIb30BATENb
MoJIy4aeT BO3MOXKHOCTh padoTtats ¢ anemeHTamu UCII/1H;

- OCYIICCTBIIATb ayAUT CPCACTB 3alIUTHI;

- YCTaHABJINBATb JOBCPUTCIBHBIC OTHOIICHUS cBoOEH 3a1u1/11ueHH0171 CCTHU C JIPpYyIruMu
3allIUIICHHBIMHU CCTAMMU.

ITonw3oBatens NUCITIH

[TonszoBatenem  UCII[An  sBmsiercss  mTaTHbId  coTpyaHuk  Omeparopa,
ocymecTisitomuii - 06padotky IIJIH. OOGpabGorka II[IH BkiIIOYaeT: BO3MOXKHOCTH
npocmotpa I1/Ix, pyunoit BBoa II/n B cucremy UCII[H, dopMupoBaHue CIpaBoK U
oTueToB 1o uHdopMmanuu, noaydeaHor u3z MCIIJI. [Tons30BaTens HE UMEET MOJHOMOYUN
JUISL yTIpaBjieHus nojcucreMamu oopadotku nanHeix u C3I1JIH.

[TonwszoBatens UCIIIH obnanaet cieayonM YpOBHEM JIOCTYIA U 3HAHUM:

- obajjaeT BCEeMHM  HEOOXOJAMMBIMU  aTpuOyTamMu  (Hampumep,  IapoJieM),
o0ecrnevnBaroIUMU JOCTYT K HEKOTOpOMY NoaAMHOXecTBY [1/1H;
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- pacmoJjiaracTt KOH(bI/II[eHLII/IaJIBHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.
CucremHbie AIMHUHUCTPATOPHI:

CucTeMHBIM aJIMUHUACTPATOPOM MOXKET OBITh IUTATHBINA COTpyAHUK Omneparopa wiu
JWIa CTOPOHHHMX OpraHU3allfii, OCYIIECTBIISIONMX CBOM (YHKIMM Ha OCHOBAaHUH
JBYXCTOPOHHEr0 10roBopa. CHUCTEMHBIH aIMUHUCTPATOP HE HMMEET IOJHOMOYMU IS
yHIpaBleHUs MOJCUCTEMaMU 00paObOTKU JaHHBIX U OE30MaCHOCTH.

CucTeMHbIN aIMUHUCTPATOP 00J1a/IaeT CASAYIOUIMM YPOBHEM JIOCTYNA U 3HAHUM:

- o0jagaeT 4YacTbl0 MH(OpPMAUMU O CUCTEMHOM U NPHUKIAAHOM MPOTPAMMHOM
obecrnieuenuu UCII/IH;

- obyajjaeT 4acThl0 HMH(pOpPMAIIMH O TEXHUYECKHX CpEJACTBaX M KOH(DHUTypanuu
NCII/H;

- uMeeT GU3NYECKUH JOCTYN K TEXHHYECKUM CpelicTBaM 00paboTku MHpopManuu u
CpeACTBaM 3alUThI;

- 3HAcCT, 110 MEHBIIIEH MCPEC, OAHO JICTAJIbHOC UM JOCTYIIA.
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6. TpeOoBaHus Kk mepcoHaxy nmo odecrneyennio 3amuThl [0

Bce corpyanuku Omnepatopa, siBisitomuecs: noib3oBateiasiMu WCIIIH, momKHBI
YETKO 3HATh U CTPOTO BHIMIOIHATh YCTAHOBJIEHHBIE MPaBmiia U 003aHHOCTU MO JOCTYIY K
3aIUIIAEMbIM 00BEKTaM U COOIIOICHHUIO MPUHATOTO pexknma 6ezonacHoctu [1/]H.

[Ipu BCTymieHNH B TOTKHOCTH HOBOT'O COTPYAHUKA HEMOCPEACTBEHHbI HaYaIbHUK
MoApa3JejeHus, B KOTOPOE OH MOCTYMHaeT, 00si3aH OPraHU30BaTh €ro O3HAKOMIICHHE C
JIOJDKHOCTHOM MHCTPYKIIMEH W HEOOXOJMMBIMHU JIOKYMEHTaMH, pPErjIaMeHTHPYIOIUMU
TpeboBanuss mo 3ammTe IIJIH, a Takxke oOydeHHWE HaBBIKAM BBITIOJHEHUs MPOIEIYD,
HEOOXOIUMBIX JIJII CAHKIIMOHUPOBAHHOTO Hctoiab3oBanus UCII/IH.

CoTpynHUK AOMKEH OBITh O3HAKOMIIEH CO CBeAeHUsIMU Hactosmed I[lomutuku,
MPUHSATHIX Tpotexyp padotsl ¢ anementamu UCTTIn u C3I1/1H.

CoTtpynHuku Omneparopa, VICIIOJIb3YIOIIIHE TEXHUYECKUE CpelCcTBa
ayTeHTHU(PUKALNH, TOJKHBI 00€CIIeYnBaTh COXPAHHOCTh UAEHTU(UKATOPOB (3JIEKTPOHHBIX
kmoueid) u He pomyckath HCJ[ Kk HMM, a Tak K€ BO3MOXHOCTh HUX YTEpPH WIIU
UCIIONIb30BaHUS  TpeThbUMU  Juunamu.  [lonb3oBarenu  HECYT  MEPCOHAIIBHYIO
OTBETCTBEHHOCTh 332 COXPAHHOCTb HJIEHTU(PHKATOPOB.

Corpynnuku Omeparopa JOJDKHBI CIIEOBaTh YCTAHOBJIEHHBIM MpOLEAypaM
nojziepkaHus pexuma 6ezonacHoctd [1/1H mpu BEIOOpE M UCHIOJIB30BaHUM MApOJIe (eciau
HE UCIOJIb3YIOTCSl TEXHUYECKUE CPEJICTBA ayTEHTU(UKAIIN).

Corpynuuku  OmepaTopa JIOJDKHBI — OOecreuMBaTh  HAJJICKAILYI  3aIUTY
o0OpyZI0BaHUsI, OCTaBIIEMOro 03 MPHUCMOTpPa, OCOOCHHO B TEX Clydyasx, KOrjaa B
MOMENICHNE WMEIOT JOCTYI IOCTOpOHHUE nuia. Bce monb3oBaTenu JOMKHBI 3HATH
TpeboBanus 1o 6e3omacHocty [1J[H 1 nmporeaypsl 3amuThl 000PYyI0BaHUS, OCTABICHHOTO
0e3 MpUCMOTpa, a TAKKEe CBOM 00SI3aHHOCTHU 110 00CCIICYCHUIO TAKOM 3aIUThI.

CoTpynHukaMm  3ampeniaeTcsi  yCTaHABIMBATh  ITOCTOPOHHEE  MPOrPAMMHOE
oOecrieueHue, MOJAKI0YaTh JINYHbIE MOOWIIbHBIE YCTPOMCTBA U HOCUTENIW MH(GOpMAaIUH, a
TaK K€ 3alKiChIBaTh HA HUX 3aIMIIAEMYI0 HH(OPMAIIHIO.

CoTpyaHukaMm 3ampemniaeTcsl pasrialaTh 3alldIIaeMyl0 HHQOpMalUI0, KOTopas
cTaja UM U3BECTHA MpH padoTe ¢ uHGOpPMAIMOHHBIMU cucTeMamu OnepaTopa, TPEThUM
JUAM.

IIpu pa6ore c¢ I1[Iln B UCII[H corpyanuku Omneparopa 00si3aHbI OOECHEUHTH
OTCYTCTBME BO3MOKHOCTH mpocmotpa II/IH TpeTtpumu munamu ¢ MoHUTOpOoB APM nimm
TEPMHHAJIOB.

[Tpu 3aBepmienun pabotel ¢ UCIIn cotpyanuku o6s3anbl 3ammtuth APM wunm
TEPMUHAJIBI C TIOMOIILI0 OJIOKMPOBKHU KITIOYOM HIIM DKBHUBAJICHTHOTO CPEACTBA KOHTPOJIS,
HarpuMep, JOCTYNOM TI0 Tapoiio, €CIM HE HCIONb3YIOTCA Oojee CUIBHBIE CPEICTBa
3aIUTHI.

Cotpynuukn Omneparopa AOMKHBI OBITh TPOMH(DOPMHUPOBAHBI 00 yrpo3ax
HapylieHus pexuma Oe3omacHoct [IJ[H u oTBeTcTBEeHHOCTH 3a ero HapymieHue. OHH
JOJDKHBI OBITh O3HAKOMJICHBI C YTBEP)KIEHHOW (OpPMaNBHON TPOIEAypOl HaOKEHUS
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JTUCLUIIMHAPHBIX B3bICKAHUN HA COTPYAHUKOB, KOTOPBIE HAPYIIMIN IPUHATHIE MOJIUTUKY
u miporeaypsl 6e3onacHoctu [1JIH.

CotpynHuku 00s3aHBI 0€3 MpoMeEJJIEHHUs coo0IIaTh 000 BceX HAOJIOAaeMbIX WIIU
noA03pUTeNbHBIX ciaydasx padotel MCII/IH, Morymmux rmoBieub 3a COOOW Yyrpo3bl
oc3zonmacHoctr IIJ[H, a Takke O BBISBJICHHBIX HMH COOBITHSX, 3aTPardBaroIIUX
oc3omacHocTh [IJIH, pPYKOBOJCTBY TOJApa3JeiICHUS U JIMIYy, OTBEYAIOIeMy 3a
HEME/UICHHOE pearnpoBaHue Ha yrpo3sl 0e3onacHocT T1]1H.
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7.  OTBeTCTBEHHOCTb COTPYAHHUKOB

B cootBerctBUUM co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepauun ot 27
utosia 2006 1. Ne 152-®3 «O mepcoHanabHBIX AAaHHBIX» JIMLA, BUHOBHBIE B HapyIICHUU
TpeOboBaHWil JaHHOro @enepalbHOrO 3aKOHA, HECYT TPaXIAAHCKYIO, YrOJOBHYIO,
aAMUHUCTPATUBHYIO, JUCLUIUIMHAPHYIO U UHYIO MPETYCMOTPEHHYIO 3aKOHOAATEIbCTBOM
Poccniickont @enepanyy OTBETCTBEHHOCTb.

JleiicTBytoliee 3aKOHOMATENhCTBO P®D TO3BOJNSET MPEAbSBIATH TPeOOBAaHUS TIO
obecrniedyeHn0 Oe30MacHO paboTHl ¢ 3amuiaeMold WHOpManuel W TpeaycMaTpUBacT
OTBETCTBEHHOCTh 3a HapylICHUE YCTAHOBJIEHHBIX MpaBui dKcrutyaTtauu 9BM u cucrewm,
HETPaBOMEPHBIN JTOCTYI K HHPOPMAINH, €CIH 3TU JCHCTBHUS MPUBEIN K YHUYTOXKCHUIO,
0JIOKMpOBaHUI0, MOIU(MUKAIIMU WHDOPMAIIUU WK HapylleHuto padoTsl DBM unu cereit
(cratbu 272,273 u 274 YK PO).

Anmunuctpatopsl 0e3omacHoctd UCII/IH HECYyT OTBETCTBEHHOCTh 3a BCE JIEUCTBUS,
COBEPUIEHHBIE OT UMEHH UX YYETHBIX 3aIIMCEH WJIM CUCTEMHBIX YUYETHBIX 3aIUCEN, ECIIU HE
J0Ka3aH (PaKT HECAaHKIIMOHUPOBAHHOTO MCMOJIb30BaHUS YUYETHBIX 3alHUCEH.

[Ipn Hapymenusax corpynHukamu Oneparopa — mosib3oBarenend MCII/IH npaswi,
CBA3aHHBIX ¢ Oe3zonacHOCThO [IJ[H, OHM HECYT OTBETCTBEHHOCTb, YCTAHOBIICHHYIO
JNENCTBYIOIIUM 3aKOHOAATENBCTBOM Poccuiickont denepanumu.





